ALISMS AND SECURITY PRHOOFS IN THE
ARBE-HOGAWAY GAME-PLAYING MODEL

Security Game PAKE

The Bellare-Rogaway Game-Playing Model Password-Authenticated Key Exchange
Attacks are modelled by an adversary playing a game with the user running scheme is a family of schemes to get a strong session key (high-entropy) from a weak
V/ can state adversary and its advantage precisely shared password (low-entropy).

allows proving of security bounds of the scheme
4 ; E i SPAKEL1 is a secure and efficient PAKE scheme introduced by Abdalla and

adversary oracles slclhlelr:mle Pointcheval in 2005.
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—— ? — = - SPAKE? Is a strawman scheme introduced in the same paper.
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Motivation Contributions
Why study PAKEs? Two main contributions
Suppose two officers wanted to communicate over the public internet 1. Described SPAKE? and SPAKE1 in the concrete model (vs semi-asymptotic),
without any trusted hardware... allowing easier comparison with other sqhemes due to more precise bounds
7> PAKE <~ 2. Gave a mathematical proof of SPAKE?'s ihsecurity (by constructing an
‘ adversary and measuring its advantage)
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9 a communication G 9 9 G communication G b4 Of Winnir_]g the game, parameterises all adversarial
ak dlscogntmg random resources, including all
guessing computational power, oracle
Using the password directly as the key makes offline brute-forcing possible... queries, etc.

We have to use PAKE scheme to generate a secure session key!

SPAKE? and SPAKE1 SPAKE? attack!

A concrete adversary
Here, our adversary is a man-in-the-middle, intercepting and modifying
messages, and (as per the security model) distinguishing a session key.

Two similar schemes

Private info: pw, x, y

Public info: group G with generator g, group elements M, N
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W = (YNPW)Y = gXV W = (XM-PW)X = gxy
K., = (YN PW)Y = gX¥ K = (X’MPW)X = gXy+ry
SPAKE?: K = W o= (N =8 o= =8
SPAKE1: K = Hash(W, Alice, Bob, X, Y) Now our adversary can compromise the two session keys (e.g. hacking Alice

and Bob’s computers) and compute Yg"(K,/K,) = NPW...

frequency

While the difference between them is small, one is secure while the

other is not! Here is the security lower-bound for SPAKE?: ..and now it can just try .
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i=0 common one); if it e
And here is an upper-bound for SPAKE1: succeeds in finding pw, it .
) e 2156]21 % can impersonate Bob! i —
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Ad‘UIS)SA?(El freq ,N(ﬂ) <2 oL + (214 ZLAd”&dh (B) + 22L|G|> T To formally give the advantage of this adversary, we had to create a new game
) for the above password-guessing situation, and a minimal adversary, whose
2 <(le€ + Gsend) 4 qHAdv‘é;,dh (@)) advantage is as follows: g+1
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